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This paper describes a technique for tracing anonymous packet flooding attacks in the Internet back toward their source. This work is motivated by the 
increased frequency and sophistication of denial-of-service attacks and by the difficulty in tracing ... 
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Motivated by the study of peer-to-peer file swarming systems a la BitTorrent, we introduce a probabilistic model of coupon replication systems. These 
systems consist of users aiming to complete a collection of distinct coupons. Users enter the system ... 
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Delivering 'relevant' advertisements to consumers carrying mobile devices is regarded by many as one of the most promising mobile business 
opportunities. The relevance of a mobile ad depends on at least two factors: (1) the proximity ... 
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Over the past few years, a relatively new computing phenomenon has gained momentum: the spread of "spyware." Though most people are aware of 
spyware, the research community has spent little effort to understand its nature, how widespread it is, and the ... 
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Recently, denial-of-service (DoS) attack has become a pressing problem due to the lack of an efficient method to locate the real attackers and ease of 
launching an attack with readily available source codes on the Internet. Traceback is a subtle scheme ... 
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We propose new techniques to combat the problem of click fraud in pay-per-click (PPC) systems. Rather than adopting the common approach of filtering 
out seemingly fraudulent clicks, we consider instead an affirmative approach that only accepts legitimate ... 
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We present a protocol for unlinkable serial transactions suitable for a variety of network-based subscription services. It is the first protocol to use 
cryptographic blinding to enable subscription services. The protocol prevents the service from tracking ... 
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A pervasive requirement of distributed systems is to deal with churn-change in the set of participating nodes due to joins, graceful leaves, and failures. A 
high churn rate can increase costs or decrease service quality. This paper studies how to reduce ... 
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We present path splicing, a new routing primitive that allows network paths to be constructed by combining multiple routing trees ("slices") to each 
destination over a single network topology. Path splicing allows traffic to switch trees at any hop en ... 
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An often-discussed mobile commerce application is proximity-based coupon delivery. In atypical scenario a merchant is notified when a valued customer is 
within some distance of a retail outlet, upon which the customer is delivered a coupon or some notice ... 
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